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eCommunications Act
SEC. 222. [47 U.S.C. 222] PRIVACY OF CUSTOMER INFORMATION
(c) CONFIDENTIALITY OF CUSTOMER PROPRIETARY NETWORK INFORMATION

(1) PRIVACY REQUIREMENTS FOR TELECOMMUNICATIONS CARRIERS - Except as required by
law or with the approval of the customer, a telecommunications carrier that receives or obtains customer
proprietary network information by virtue of its provision of a telecommunications service shall only use,
disclose, or permit access to individually identifiable customer proprietary network information in its
provision of (A) the telecommunications service from which such information is derived, or (B) services
necessary to, or used in, the provision of such telecommunications service, including the publishing of
directories.

(3) AGGREGATE CUSTOMER INFORMATION - A telecommunications carrier that receives or obtains
customer proprietary network information by virtue of its provision of a telecommunications service may
use, disclose, or permit access to aggregate customer information other than for the purposes described in
paragraph (1). A local exchange carrier may use, disclose, or permit access to aggregate customer
information other than for purposes described in paragraph (1) only if it provides such aggregate
information to other carriers or persons on reasonable and nondiscriminatory terms and conditions upon
reasonable request therefor.

(h) DEFINITIONS - As used in this section:

(1) CUSTOMER PROPRIETARY NETWORK INFORMATION - The term "customer proprietary network

information" means —

(A) information that relates to the quantity, technical configuration, type, destination, location, and
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amount of use of a telecommunications service subscribed to by any customer of a telecommunications
carrier, and that is made available to the carrier by the customer solely by virtue of the carrier-customer
relationship; and
(B) information contained in the bills pertaining to telephone exchange service or telephone toll service

received by a customer of a carrier;
except that such term does not include subscriber list information.

(2) AGGREGATE INFORMATION - The term "aggregate customer information" means collective data
that relates to a group or category of services or customers, from which individual customer identities and

characteristics have been removed.
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SEC. 705. [47 U.S.C. 605] UNAUTHORIZED PUBLICATION OF COMMUNICATIONS

(a) Except as authorized by chapter 119, title 18, United States Code, no person receiving, assisting in
receiving, transmitting, or assisting in transmitting, any interstate or foreign communication by wire or radio
shall divulge or publish the existence, contents, substance, purport, effect, or meaning thereof, except
through authorized channels of transmission or reception, (1) to any person other than the addressee, his
agent, or attorney, (2) to a person employed or authorized to forward such communication to its destination,
(3) to proper accounting or distributing officers of the various communicating centers over which the
communication may be passed, (4) to the master of a ship under whom he is serving, (5) in response to a
subpena issued by a court of competent jurisdiction, or (6) on demand of other lawful authority. No person
not being authorized by the sender shall intercept any radio communication and divulge or publish the
existence, contents, substance, purport, effect, or meaning of such intercepted communication to any
person. No person not being entitled thereto shall receive or assist in receiving any interstate or foreign
communication by radio and use such communication (or any information therein contained) for his own

benefit or for the benefit of another not entitled thereto. ( LA B )
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Bnesh, BERIEDERMLAEICOVNTIX. BHESE 27 KITRET S1THIE4 (Code

of Conduct) [CKYUTEHBIEMEFELLVESNTULVS®,
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®Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and on the free movement of such data

(26) Whereas the principles of protection must apply to any information concerning an identified or
identifiable person; whereas, to determine whether a person is identifiable, account should be taken of all
the means likely reasonably to be used either by the controller or by any other person to identify the said
person; whereas the principles of protection shall not apply to data rendered anonymous in such a way that
the data subject is no longer identifiable; whereas codes of conduct within the meaning of Article 27 may be
a useful instrument for providing guidance as to the ways in which data may be rendered anonymous and

retained in a form in which identification of the data subject is no longer possible;
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eDirective 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (Directive
on privacy and electronic communications)

Article 2

Definitions

(b) "traffic data" means any data processed for the purpose of the conveyance of a communication on an
electronic communications network or for the billing thereof;

(c) "location data" means any data processed in an electronic communications network, indicating the
geographic position of the terminal equipment of a user of a publicly available electronic communications
service;

(9) "value added service" means any service which requires the processing of traffic data or location data
other than traffic data beyond what is necessary for the transmission of a communication or the billing

thereof;

Article 5

Confidentiality of the communications

1. Member States shall ensure the confidentiality of communications and the related traffic data by means
of a public communications network and publicly available electronic communications services, through
national legislation. In particular, they shall prohibit listening, tapping, storage or other kinds of interception
or surveillance of communications and the related traffic data by persons other than users, without the
consent of the users concerned, except when legally authorised to do so in accordance with Article 15(1).
This paragraph shall not prevent technical storage which is necessary for the conveyance of a

communication without prejudice to the principle of confidentiality.

Article 6

Traffic data

1. Traffic data relating to subscribers and users processed and stored by the provider of a public
communications network or publicly available electronic communications service must be erased or made
anonymous when it is no longer needed for the purpose of the transmission of a communication without
prejudice to paragraphs 2, 3 and 5 of this Article and Article 15(1).

2. Traffic data necessary for the purposes of subscriber billing and interconnection payments may be
processed. Such processing is permissible only up to the end of the period during which the bill may
lawfully be challenged or payment pursued.

3. For the purpose of marketing electronic communications services or for the provision of value added
services, the provider of a publicly available electronic communications service may process the data
referred to in paragraph 1 to the extent and for the duration necessary for such services or marketing, if the
subscriber or user to whom the data relate has given his/her consent. Users or subscribers shall be given

the possibility to withdraw their consent for the processing of traffic data at any time.
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4. The service provider must inform the subscriber or user of the types of traffic data which are processed
and of the duration of such processing for the purposes mentioned in paragraph 2 and, prior to obtaining

consent, for the purposes mentioned in paragraph 3.

Article 9

Location data other than traffic data

1. Where location data other than traffic data, relating to users or subscribers of public communications
networks or publicly available electronic communications services, can be processed, such data may only
be processed when they are made anonymous, or with the consent of the users or subscribers to the extent
and for the duration necessary for the provision of a value added service. The service provider must inform
the users or subscribers, prior to obtaining their consent, of the type of location data other than traffic data
which will be processed, of the purposes and duration of the processing and whether the data will be
transmitted to a third party for the purpose of providing the value added service. Users or subscribers shall
be given the possibility to withdraw their consent for the processing of location data other than traffic data at
any time.

2. Where consent of the users or subscribers has been obtained for the processing of location data other
than traffic data, the user or subscriber must continue to have the possibility, using a simple means and free
of charge, of temporarily refusing the processing of such data for each connection to the network or for

each transmission of a communication.
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